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Hi,

There are some serious issues with your Cloudflare account settings that are potentially affecting our network.

Please contact us to resolve the situation as a matter of urgency. It's very important that we speak to resolve the situation ASAP.
Would 11AM (GMT}) on Monday work for a call?

] | Business Development Representative | Gaming & iGaming

-@cloudflare. com
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Rae (Cloudflare)

Hello,

As part of routine monitoring, your account and domains were bought to our attention following intelligence of your account being involved in domain

rotation activities, namely, activities to evade or otherwise circumvent blocks being placed on you by a third party.

Usage of Cloudflare services for this purpose is strictly prohibited, and we would request you provide information as to what your account and domains

are being used for within the next 48 hours.

Note that your account may be terminated should you fail to respond, or otherwise react to this notice.

Note -- When responding please make sure to keep #17254006 in the subject line.

Zendesk
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As discussed, please find below a summary of the solution needed for your use case as well as the preliminary quote.

Cloudfiare Enterprise Plan with:

1. BYOIP (you can lease |Ps and we will onboard and advertise them on your behalf)

2. SSL4S  (helps you to add/change hostnames/mirrors with 3 sec. propagation and without the need to set up DNS/ CDN/DDoS/WAF/SSL configurations) - this
can be done via APl too

The Enterprise Plan includes the following services:

« Advanced DDoS / WAF / CDN / DNS / Certificates fully managed

« Argo Smart Routing - optimised content delivery via fastest routes (up to 70% latency improvement)

» Advanced Cache control (ie. Custom Cache Keys, Cache Purge by Tag and more)

= Image Resizing (1m images served per month, included)

= Workers (10m included)

= Zero Trust Access - 50 seats

* Raw logs - detailed HTTP request logs to debug, identify configuration adjustments and create analytics - up to 150 attributes for each request. Additionally
direct integration with SIEM tools like Splunk, DataDog, ELS, Azure, GCP, AWS or any S3 compatible storage

= Site Analytics resolution (down to 1 minute scope for the last 30 minutes)

= Priority Support 24/7/365 via telephone, chat, email

= Assigned Account Manager and Solutions Engineer, Access to Success team for consultation

= Advanced/ proactive notifications on the status of your Cloudflare environment - support for Webhooks and Slack

* Role Based access - grant access to Cloudflare based on member's access rights. Additionally full audit log on the activity

BYOIP (leasing companies): These are some options where you can lease IPs, you can of course use any other provider:
Larus https://www.larus.net/ip-leasing

Bandwidth Technologies https://www.bandwidth.co.uk/connectivity/ipv4-leasing

IPXO https:/www.ipxo.com/lease-ips/

IPV4Market Group https:/ipvdmarketgroup.com/broker-services/ip-leasing/

Commercials: $9.940/ month (with default annual payment), including:

= Enterprise Plan (as per above) - based on 80 TB/ 6B requests
« Your main domains & hostnames for rotation - 2 Top Level Domains & 15 mirror domains
* BYOIP support and onboarding

Happy to walk this through and discuss further technical details tomorrow.

As we have a very short window to report back to the Trust and Safety team, please let me know if you can make time tomorrow at 13:00 CET.
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Hello,

The Cloudflare account associated with this email address_, has been suspended for a possible Terms of Service violation. Cloudflare's Terms of Service are
available at https://www.cloudflare.com/terms/.

This account suspension does not impact, disable, or remove your current services. This does block the addition of new domains to your Cloudflare account while this matter is under review.

If you have any questions regarding this suspension please contact Cloudflare's Trust & Safety team at abusereply@cloudflare.com to discuss this action.

Thanks,

The Cloudflare Team
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[
e 2 days ago
Hello there,

Thanks for contacting Cloudflare Technical Support.

We've escalated this request onto our Trust and Safety Team for review. Trust and Safety will reach out to you soon, and

will help to address your request.

Please note that your request with Technical Support has been closed as our Trust and Safety team will need to
follow up directly.

If you need any other technical support assistance, please follow the instructions on our Support Portal.
This ticket will now be marked as closed.

Best Regards,
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BYOIP, the trust and safety team but it was sales, we can talk and discuss about
how to NOT use cloudflare?
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